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Creativity Works! Submission to the Swedish Public Consultation on the preliminary draft for the “NIS2 Law” 

Creativity Works!, Europe’s leading coalition of creative and cultural sectors, welcomes the opportunity to share initial views on the revised Directive on Security of Network and Information Systems (NIS2 Directive) and its implementation.

Creativity Works! members create, produce, finance, publish, distribute and showcase creative works - be it films, TV series, shows, original content, news programmes, music, pictures, books, video games, sports events, and much more. Together our industries employ 17 million people[footnoteRef:1] (directly and indirectly) in Europe, making us the third largest employer[footnoteRef:2] in the EU. The Creative and Cultural Industries (CCIs) account for 6.9% of EU GDP (EUIPO, 2022). The economic contribution of CCIs is greater than that of telecommunications, high technology, pharmaceuticals or the automotive industry (“Rebuilding Europe” EY report, January 2021). [1:  IPR-intensive industries and economic performance in the European Union” study, EUIPO & EPO, 25th September 2019, see table p.8]  [2:  European Commission, June 2016 - Boosting the competitiveness of cultural and creative industries for growth and jobs by Austrian Institute for SME Research and VVA Europe and VVA ] 

NIS2 Article 28: Ensuring the NIS2 Directive’s objective of public access to reliable WHOIS information 

Creativity Works! would like to stress the importance of the provisions in Article 28, related to domain and registration services along with the accompanying Recitals 109 to 112. Providing access to reliable registrant data (“WHOIS data”) is essential for combating illegal and harmful content online and protecting the health and security of the public. Indeed, the 2022 European Commission Study on DNS Abuse outlined the verification of WHOIS data as one of its main recommendations for preventing, detecting and mitigating Domain Name System (DNS) abuse.

The European Commission also recently recognised in the 2024 Recommendation on anti-counterfeiting that “the accuracy and completeness of domain name registration data can also play a central role in the enforcement of IP rights”. Further emphasising the need for registration data provided to be accurate, verified, and relate to the actual beneficial user of the domain name, and not simply to a privacy or proxy service provider.

In view of the ongoing consultation on Sweden’s implementation of the NIS2 Directive, we would like to highlight the following points for ensuring that Article 28 is robustly implemented and largely increases the accessibility and accuracy of WHOIS data:

· Legitimate Access Seekers and Data: CW! would like to express its deep concern with regards to the extremely narrow scope of the Swedish draft law which limits “legitimate access seekers” to public authorities and others with public law tasks” as this is a step backwards from current practice, excludes all rightsholders and is not in line with the NIS2 Directive or the recently published European Commission Recommendation on anticounterfeiting.  

Specifically, Recital 110 of the NIS2 Directive describes “legitimate access seeker(s)” of WHOIS data as set forth in Article 28 paragraph 5 as “any natural or legal person making a request pursuant to Union or national law.”  The Swedish draft must therefore be revised to clarify that “legitimate access seekers” be defined not only as governmental agencies such as law enforcement, but also any natural or legal person making a request to access WHOIS data to investigate illegality, including - without limitation - for the establishment, exercise, or defence of cybersecurity, intellectual property, consumer protection, or other legal claims.

Moreover, the European Commission in the recently published Recommendation on anti-counterfeiting encourages entities providing domain name registration services in the EU to recognise any natural or legal persons who make a request for a right of information (ROI) under Directive 2004/48/EC on the enforcement of intellectual property rights (IPRED) as legitimate access seekers.

We therefore suggest a redrafting of the definition to clarify that: “Legitimate access seekers include any natural or legal person making a request for the establishment, exercise, or defence of criminal, civil or other legal claims pursuant to Union law or the law of [Member State].”  

Furthermore, access to WHOIS data, pursuant to Recital 112, must be free of charge, and that data must be provided upon request by the legitimate access seeker without undue delay.

· Address the use of proxy/privacy services:  A 2021 study by the EU’s Intellectual Property Office (EUIPO) has noted that “a significant percentage of the domain names used to conduct illegal or harmful Internet activities are registered via privacy or proxy services” and that since the entry into force of the GDPR the rationale for the legitimate use of privacy or proxy services “has been called into question.”[footnoteRef:3] Swedish transposition of the NIS2 Directive must therefore take into account the popularity of proxy or privacy services among those conducting illegal and harmful activities online. When a legitimate access request is made, the underlying data of the actual customer/beneficial user of the domain name needs to be revealed and not just the data of the privacy or proxy service provider if such a privacy or proxy service was used in the registration process. [3:  EUIPO “Domain Names: Discussion Paper” March 2021  ] 


We therefore recommend that Sweden explicitly includes the following language in its implementation of Article 28:  “In providing data in response to legitimate access requests,  Top-Level Domain (TLD) name registries and the entities providing domain name registration services shall provide the data of the beneficial user of the domain name and may not provide instead the data of the privacy or proxy registration service provider that may have been used in the domain name registration process.”

In this respect, transposition of Article 28’s obligations to verify the accuracy of WHOIS data should clearly apply to privacy and proxy service providers and domain name resellers, as well as to registrars and TLD (Top-Level Domain) name registries. This is in line with Article 6 (22), which specifically includes privacy and proxy service providers and domain name resellers as examples of “entities providing domain name registration services”.
· Address and prevent DNS abuse at scale: Cybercriminals often register multiple, sometimes even thousands, domain names over a short period of time. This is particularly the case when it comes to phishing, distribution of malware and the dissemination of copyright infringing content. Ensuring that a legitimate access seeker is able to obtain a list of all the domain names registered using the same registrant data (reverse WHOIS lookup) is essential when sophisticated and dispersed illegal activities at such scale are suspected. We therefore recommend that Article 28 is transposed to allow that “when a domain name is associated with abusive or illegal activity, as alleged by a legitimate access seeker, TLD name registries and entities providing domain name registration services must, upon request, provide that legitimate access seeker a list of all the domain names that they administer or have registered under the same registrant data.” 

· Legal persons: The WHOIS data of legal entities (at minimum, name and working/verified telephone number and working/verified contact email addresses) must be made publicly available per paragraph 4 of Article 28 of NIS2 with reference to Recital 112.

· Verification: Procedures to verify WHOIS data should be robust and continually updated to reflect improvements in technologies and processes. As set forth in Recital 111, these procedures should “prevent and correct inaccurate registration data” and should “reflect the best practices used within the industry...and progress made in the field of electronic identification” and should include both “ex ante controls carried out at the time of registration and ex post controls carried out after the registration.”
While TLD (Top-Level Domain) name registries may not be able to verify WHOIS data at the time of registration, since the initial collection of the data is usually undertaken by registrars and/or privacy/proxy services, they certainly can undertake ex post procedures to verify the WHOIS data. We recommend that national implementation makes ex post verification procedures such as these mandatory for TLD name registries.
· Thick WHOIS: The single TLD name registry for .com and .net, accounts for more than half of all total registered domain names globally and has contracts with more than 2,000 registrars around the world.  Government agencies and other legitimate access seekers are currently forced to track down the relevant registrar to pursue a WHOIS data request. The laborious process this entails and the fact that the registrar may be located in a country that is non-cooperative with respect to such requests, completely undermine the goal of increasing cybersecurity and instead serve to provide cover and protection for illegal actors. It is therefore essential that this registry, as well as all other TLD name registries, maintain a complete, accurate and independent database of WHOIS data for all of the domain names they administers (referred to as “Thick WHOIS”) and this data must include the data of the beneficial user of the domain name and not simply the data of a privacy or proxy service provider that may have been used in the registration process (see above). This critical requirement will ensure that law enforcement authorities and other legitimate access seekers have a centralised and single source from which to seek complete and accurate data about any domain name administered by the TLD name registry.
Lastly, in accordance with Recital 113, the legal text should clarify that it applies to any domain name registries and any domain name registration services, including those involving generic TLDs, that have their main establishment in the European Union, in Sweden." 

Creativity Works! Secretariat: Stéphanie Pochon,  +32 485 95 46 46
On behalf of Creativity Works!
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